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What Triggers the Need to Comply with HIPAA? 
 
 Both the HIPAA Privacy Rule and Security Rules are triggered when a health care provider (or an entity 
such as a billing service acting on behalf of the health care provider), transmits health information in electronic form 
in connection with any designated standard transactions. 1
 

 

The term “health care provider” includes a provider of services (a hospital, critical access hospital, skilled 
nursing facility, comprehensive outpatient rehabilitation facility, home health agency, or hospice program), a 
provider of medical or other health services (as defined in section 1395x(s) 2 of Title 42), and any other person 
furnishing health care services or supplies.3

 
 

 Transmitting in electronic form includes transmission via the Internet, extranet, leased lines, dial-up lines, 
computer-generated faxes (not traditional paper-to-paper faxes), private networks and the physical movement from 
one location to another using electronic storage media such as hard drives, magnetic tape or disk, optical disk or 
digital memory card.4

 
 

The following chart contains the standard transactions that trigger the HIPAA Privacy Rule5

 
: 

Transaction 
 

Definition Example 
 

1. Health Care Claims 
 

Requests to obtain payment and the necessary 
accompanying information from a health care 
provider to a health plan, for health care 
services rendered. 
 

Health care service information 
(a detailed, itemized record of 
health care services performed) 
provided to a health plan for 
reimbursement. 
 

2. Health Care Payment 
and Remittance Advice 

Transmission of payment information, 
information about the transfer of funds or 
payment processing information from a health 
plan to a health care provider’s financial 
institution; or the explanation of benefits or 
remittance advice from a health plan to a 
health care provider. 
 

An explanation of claim or 
encounter processing and/or 
payment sent by a health plan to 
a provider. 

3. Coordination of 
Benefits 

Inquiries from any entity to a health plan for 
the purpose of determining the relative 
payment responsibilities of the health plan 
regarding either claims or payment 
information (e.g. whether payment should be 
made instead by another insurer, Medicaid, 
etc.). 
 

An inquiry from a provider and 
the response from a health plan 
regarding a patient’s eligibility 
for coverage, or the benefits for 
which a patient may be eligible. 

4. Enrollment or 
Disenrollment in a 
Health Plan 

Inquiries regarding subscriber enrollment 
information provided to a health plan to 
establish or terminate insurance coverage. 
 

Subscriber enrollment 
information to establish or 
terminate insurance coverage. 

5. Health Care Claim 
Status 

Inquiries used to determine the status of a 
health care claim or a response about the 
status of a health care claim. 
 

An inquiry from a provider and 
the response from a health plan 
about the processing status of a 
submitted claim or encounter.  
 

6. Eligibility for a Health 
Plan 

Either: (1) an inquiry from a health care 
provider to a health plan or from one health 

Inquiring about the status of a 
patient's eligibility in a health 

                                                 
1 Covered entities include the following: (1) a health plan; (2) a health care clearinghouse; and (3) a health care provider who transmits any health 
information in electronic form in connection with certain transactions.  42 U.S.C.A. § 1320d-1(a); 45 C.F.R. § 160.103. 
2 A January 31, 2011 Florida case has held this provision unconstitutional as not severable (in rendering the Patient Protection and Affordable 
Care Act (PPACA) as a whole unconstitutional).  However, this case is not within our jurisdiction.  Reliance on this section continues to be 
appropriate.   
3 42 U.S.C.A. § 1320d(3) 
4 45 C.F.R. § 160.103. 
5 42 U.S.C.A. § 1320d-2(a)(2); 45 C.F.R. Part 162 
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plan to another health plan to obtain 
information about a benefit plan for an 
enrollee regarding eligibility to receive health 
care under the plan, coverage of health care 
under the plan, benefits associated with the 
plan; or (2) a response from a health care plan 
to the provider or other health care plan 
regarding the same. 
 

plan, including benefits and 
details regarding the types of 
services covered.  

7. Health Plan Premium 
Payments 

The communication of either payment, 
information about the transfer of funds, 
detailed remittance information about 
individuals for whom premium payments are 
being paid, or payment processing information 
such as payroll deductions, associated group 
premium payment information or other group 
premium payments. 

Payment or information from the 
entity that is arranging 
for the provision of health care 
or providing health care 
coverage payments for an 
individual to a health plan. 

8. Referral Certification 
and Authorization 

Communications including: a request 
for the review of health care to obtain 
an authorization for the health care, 
a request to obtain authorization for 
referring an individual to another 
health care provider, or a response 
to one of these requests. 
 

A patient’s prior authorization or 
referral for services. 

9.  Medicaid Pharmacy 
Subrogation (January 1, 
2012, except for small 
health plans, which will 
have until January 1, 2013) 

The transmission of a claim from a Medicaid 
agency to a payer for the purpose of seeking 
reimbursement from the responsible health 
plan for a pharmacy claim the State has paid 
on behalf of a Medicaid recipient. 

This standard will allow State 
Medicaid agencies to conduct 
pharmacy subrogation 
transactions with certain payers 
to more efficiently recoup funds 
for payments that they have 
made for Medicaid recipients, in 
cases where another third party 
payer has primary financial 
responsibility. 

10. First Report of Injury6 Communication where an injury is  
reported to the worker’s compensation 
carrier for any potential workers 
compensation claim. 
 

The transaction can be used by 
an employer, first, to report an 
employee injury or illness to the 
State government agency that 
administers workers 
compensation and, second, to 
report to the employer’s workers 
compensation insurance carrier 
so that a claim can be 
established to cover the 
employee’s losses (income, 
health care, disability).  
 

11. Health Claims 
Attachments7

  
 

An extraction of relevant information 
from the medical record to demonstrate 
the reason for the service provided and 
the subsequent health care claim. 

For sending detailed clinical 
information to support claims or 
in response to payment denials, 
among others. 

 
The Office of General Counsel provides legal services and advice to The Texas A&M University System (TAMUS), including its members, 
governing board, and employees of the A&M System in their official capacity.  The information provided in this document is intended only as 
general legal advice to TAMUS, its officers, and employees. The information contained in this document is not a substitute for specific legal 
counsel. Any discrepancy between information in this notice and TAMUS Policy is not intended to alter or amend official TAMUS Policy. 
Inclusion of any link or reference to any entity, public or private, is not intended to be a warranty or endorsement of the completeness or quality 
of information contained therein, or of any sponsor of such information. 
                                                 
6 Standard not yet adopted but referenced in U.S.C.A. 
7 Standard not yet adopted but referenced in U.S.C.A. 


